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Abstract—Task offloading in End-Edge-Cloud computing
enables resource-constrained User Devices (UDs) to execute
computation-intensive applications with reduced latency and
energy consumption. However, existing task offloading schemes
generally overlook the heterogeneous privacy requirements of
users, leading to inefficient privacy-aware offloading decisions.
In this paper, we propose a personalized privacy-aware task
offloading framework, where the privacy requirement of each
task is quantified through a User-Centric Privacy (UCP) model
that considers task sensitivity, user privacy preferences, and task
urgency. The task offloading problem is formulated as a Markov
Decision Process (MDP) to jointly optimize the offloading ratio
and the target computing server while minimizing the long-
term system cost under latency, energy, and privacy constraints.
To efficiently solve the resulting high-dimensional continuous
optimization problem, we develop an Advantage-Weighted Actor-
Critic (AWAC)-enhanced Proximal Policy Optimization (PPO)-
based Multi-Agent Reinforcement Learning (MARL) algorithm
under the Centralized Training and Decentralized Execution
(CTDE) paradigm. Simulation results demonstrate that the
proposed framework achieves lower average system cost, lower
energy consumption, and higher task success rate than represen-
tative baselines under diverse privacy requirements.

Index Terms—6G networks, Task offloading, Edge-Cloud Con-
tinuum, Multi-agent reinforcement learning.

I. INTRODUCTION

In recent years, the rapid growth of intelligent mobile
devices and latency-sensitive applications, such as online gam-
ing, virtual reality, and autonomous driving, has significantly
increased the demand for computation-intensive services [1].
To address this, Multi-Access Edge Computing (MEC) de-
ploys Edge Servers (ESs) close to users, enabling resource-
constrained devices to offload computational workloads and
thereby reducing task execution latency [2]. However, the of-
floading process often requires transmitting user-related infor-
mation, such as task characteristics, communication patterns,
and location-dependent data, which may expose sensitive
information and create privacy leakage risks [3]. Consequently,
achieving efficient task offloading while preserving user pri-
vacy has become a critical challenge in dynamic MEC-enabled
networks [4].

Most existing privacy-preserving task offloading studies
protect user information through privacy-aware task alloca-
tion, location privacy protection, and personalized privacy-
preserving mechanisms [S5]. Although these approaches effec-
tively reduce privacy leakage, they generally adopt a uniform

protection strategy and overlook the heterogeneous privacy
requirements of individual users [6]. In practice, however,
different users require different levels of privacy protection
depending on their preferences and application demands. Thus,
applying identical mechanisms to all users may either ex-
pose sensitive information or cause unnecessary performance
degradation. To address this challenge, recent studies have
emphasized personalized privacy protection, in which privacy
requirements are dynamically adjusted according to user-
specific characteristics [7]. Therefore, incorporating personal-
ized privacy into offloading decisions has become a promising
approach for balancing privacy protection and system perfor-
mance in edge—cloud systems.

A large variety of studies have developed privacy-aware
task offloading and resource management strategies in MEC
systems. However, most rely on centralized decision-making,
where privacy requirements, resource availability, and of-
floading decisions are processed by a central controller [6],
[7], which introduces excessive communication overhead and
becomes impractical in large-scale and dynamic MEC en-
vironments. To overcome this, recent studies have shown
increasing interest in decentralized task offloading frame-
works [8], mainly implemented through MARL approaches
such as MADDPG-based [9], and COMA-based [10] methods.
Most such studies adopt an actor—critic architecture with
CTDE, where a centralized critic utilizes global information
during training while each actor executes decisions using
only local observations [10], enabling scalable and adaptive
decision-making under dynamic network conditions.

Motivated by the above observations, we propose a per-
sonalized privacy-aware task offloading framework for End—
Edge—Cloud computing environments. The proposed frame-
work explicitly incorporates User-Centric Privacy (UCP) re-
quirements into the offloading decision process through task
sensitivity, user privacy preference, and task urgency [7]. To
address the resulting continuous optimization problem, we
develop an AWAC-enhanced PPO-based MARL framework
operating under the CTDE paradigm [11]. Unlike DQN-based
methods designed for discrete action spaces [12], the proposed
method supports continuous offloading decisions, enabling
each user to autonomously determine its offloading strategy
from local observations under dynamic network conditions.

The main contributions of this paper can be summarized as



Fig. 1: System model of the proposed personalized privacy-
aware task offloading framework in an End—Edge—Cloud con-
tinuum, where UDs perform partial task offloading to ESs,
while low-priority tasks are forwarded to the CS for execution.
follows.

o We propose a personalized, privacy-aware computation
offloading framework for End—Edge—Cloud computing, in
which the privacy requirement of each task is dynamically
quantified using a UCP model, and formulate an opti-
mization problem that jointly minimizes system latency
and energy consumption while satisfying heterogeneous
user privacy requirements.

o We formulate the task offloading problem as a contin-
uous MDP and develop an AWAC-enhanced PPO-based
MARL framework under the CTDE paradigm, enabling
each user to autonomously determine the optimal task
partitioning ratio and target computing server from local
observations while ensuring stable policy learning.

« Extensive simulations demonstrate that the proposed
framework consistently outperforms representative
MARL-based baselines in terms of average system cost,
energy consumption, task success rate, and convergence
stability under diverse network and privacy conditions.

The remainder of this paper is as follows: Section II presents
the system model, while the problem formulation and proposed
MARL framework is presented in Section III. The simulation
results are presented in Section IV, followed by concluding
remarks and future research directions (Section V).

II. SYSTEM MODEL

The personalized privacy-aware task offloading model pro-
posed in this paper is constructed in an End—Edge—Cloud
environment, where ESs and cloud computing servers provide
computing services to a large number of UDs generating
computation tasks. Each user can offload complex tasks to
a nearby ES or cloud server (CS) according to specific of-
floading strategies, thereby reducing energy consumption and
task execution delay. The proposed framework incorporates
user-specific privacy requirements into the offloading decision
process for multi-user, multi-task computing scenarios.

As shown in Fig. 1, we consider a personalized privacy-
aware End—Edge—Cloud architecture consisting of three layers:
the user layer, the edge layer, and the cloud layer. Let
S={1,...,5}and U = {1,...,U} denote the sets of ESs
and UDs, respectively, and let N' = {1,..., N} be the set
of decision slots. UDs are randomly distributed across the
coverage areas of ESs, and the system operates in a slot-
based manner. Each ES s € S is characterized by a computing
capacity fs; and maintains a task queue g, where ¢ denotes
the queued workload at slot n. The CS provides substantial
computational resources and is characterized by a computing
capacity f., where f. > f;. Each UD (u € U) is equipped
with a local processor of capacity f, and an energy budget
E7**, with B} denoting the available energy at slot n.

At every slot n, UD u generates a computation-intensive and
latency-sensitive task J7 = (C, L, D™?*), where C' denotes
the required CPU cycles, L;, represents the input data size,
and D™#* is the maximum tolerable delay. Each task is further
associated with a sensitivity level, a user privacy preference,
and an urgency requirement, which collectively influence the
offloading decision process. Each UD maintains an offloading
controller 7, that determines, at every slot, how the task J}
is partitioned among the device, a selected ES, and the CS.
We define the offloading ratio decision set as
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where 27}, € [0,1] indicates the proportion of J;} processed
locally on UD w, (1—x7; ,)x7 ¢ € [0, 1] represents the propor-
tion offloaded to the selected ES s, and (1 —xy . )(1—2y ) €
[0, 1] denotes the proportion offloaded to the CS. This partial
offloading enables flexible task allocation and parallel execu-
tion across the user, edge, and cloud layers, improving system
responsiveness and resource utilization. This offloading model
applies to a wide range of latency-sensitive applications, such
as edge-based malware detection, where execution traces are
partially offloaded to secure ES or CS for real-time scanning
against signature files, thereby reducing the computational
burden on UDs [13]. Due to the absence of direct Device-to-
Device (D2D) communications in most practical scenarios, the
offloading controllers operate independently but collectively
aim to minimize the system cost.

A. Communication Model

The wireless communication link between UD u and ES s
is modeled using a block fading channel [14]. Accordingly, the
uplink channel gain over the offloading link L7 ¢ at slot n is
expressed as hy, o = ay o ] g;”7S|2, where a; ; accounts for the
large-scale fading effects, including path loss and shadowing,
while g,, ; denotes the small-scale fading component. The

large-scale fading coefficient is given by

ay ¢ = —148.1 — 37.6log;(d;; ;) + 10logyo(2),  (2)
where dj, ; represents the distance between UD u and ES

s, and z is a log-normal random variable accounting for
shadowing effects. The small-scale fading component follows
the Jakes fading model [15].



Assuming that multiple UDs simultaneously offload tasks
within the same time slot, the aggregate uplink interference
observed at ES s can be expressed as

Y. L, >0p

u' €U, u'#u

= ., 3)

where 7, . denotes the edge-offloading ratio of UD «/,
p'® denotes the transmission power of the UD, and 1()
represents the indicator function. Accordingly, the achievable

transmission rate between UD w and ES s at slot n is given
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where B denotes the available channel bandwidth and o>
represents the additive white Gaussian noise power.

In addition to the wireless end user-to-edge communica-
tion, tasks assigned to the CS must be transmitted through
the backhaul link connecting ESs and the cloud. Since this
connection is typically supported by high-speed and stable
network infrastructure, the transmission rate between ES s
and the CS is assumed to be constant and is denoted by R, ..
Therefore, the edge-to-cloud transmission delay for the task
portion forwarded to the cloud is given by

b = : =, )
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where R, . denotes the transmission rate of the backhaul
link between ES s and the CS, and (1 — z3; ,)(1 — @y )Ly,
represents the amount of task data forwarded from the ES to
the CS.

B. Personalized User-Centric Privacy Model

Different users exhibit varying privacy requirements across
computation offloading scenarios. A uniform privacy protec-
tion strategy may not adequately satisfy users with strict
privacy concerns, while users with lower privacy requirements
may prioritize service performance and task execution effi-
ciency. Therefore, a personalized UCP model is developed to
capture the heterogeneous privacy requirements of individual
users and incorporate them into the offloading decision pro-
cess. Specifically, the privacy requirement of a user is charac-
terized by three key attributes, namely task sensitivity, privacy
preference, and task urgency, which collectively influence task
priority within the proposed End—Edge—Cloud framework.

1) Task Sensitivity: Offloading tasks involving highly sensi-
tive information, such as healthcare records, financial transac-
tions, and personal user data, requires stronger privacy protec-
tion to prevent the leakage of critical information. Therefore,
tasks with higher sensitivity levels demand stricter privacy
preservation during the offloading process. Following the UCP
paradigm, the task sensitivity score .S,/ is determined based
on the access duration M and access frequency F' of sensitive
data, and is expressed as

S;L:O(MM-FO(FF, (6)

where aj; and ap denote the weighting factors associated
with access duration and access frequency, respectively, satis-
fying ay + ap = 1.

2) Privacy Preference: Privacy preference reflects the user’s
desired level of privacy protection during task offloading,
where users with stronger preferences prioritize privacy preser-
vation and others focus more on service performance. The
privacy preference score is defined as

P =20, —1, @)

where 0" € [0,1] denotes the privacy preference indicator.
A larger value of P corresponds to a stronger privacy
requirement.

3) Task Urgency: Task urgency reflects the time sensitivity
of a computation task. Tasks with stringent latency require-
ments, such as real-time monitoring, autonomous control, and
emergency response, require rapid execution, whereas delay-
tolerant tasks can accommodate longer execution times and
higher privacy overhead. The task urgency is denoted by 77},
where a larger value indicates a higher urgency level and
greater emphasis on timely execution.

The personalized UCP score of UD w at slot n is defined

s UCP! = wyS” + wy P — ws T, )

where w1, wsy, and w3 denote the weighting factors associated
with task sensitivity, privacy preference, and task urgency,
respectively, satisfying w; + wo + ws = 1.

A higher UCP indicates a stronger privacy requirement,
whereas a lower value implies the task can tolerate weaker
privacy protection and prioritize computational efficiency.

C. Local Computing Model

The partial offloading strategy is applied to UD u’s task J;}
at slot n. If z;, , > 0, the corresponding fraction of the task
is executed locally Accordingly, the local computation delay
and energy consumption are given by
B

fu 7
where f, is the CPU frequency of UD u and k,, is the energy
coefficient of the device processor.

D. Offloaded Computing Model

1) Edge Offloading: 1f (1 — x; ,)xy, o # 0, the fraction
(1 — a2y, )xy ¢ of task J is offloaded to the selected ES
s for remote execution in slot n. The end-to-end latency
comprises three components: (i) the transmission time re-
quired to deliver (1 — z )z Z,SLZ bits over the link £}, _,

a- Luu)lﬁ "

given by X" = T ; (i) the waiting time at
ES s due to the queued workload and previously arrived
offloaded tasks, denoted by tW"“t”, and (iii) the execution
time of the offloaded task portion at the ES CPU, given by

(A=zy )Ty Ly C

= e Accordingly, the edge-side delay
and offloading energy consumption are
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2) Cloud Computing Model: When a fraction of the task is
further offloaded to the CS, the total delay includes three
components: transmission from the UD to the ES, transmission
from the ES to the CS, and cloud-side computation. The total
delay for cloud offloading is given as follows:

L CL»
tcloud,n _ ttx,n 1—x™ 1—g" u u 12
u,c u,s +( xu,u)( Iu,s) <Rs,c + fc > ) ( )
where R, . is the transmission rate between the ES and the
CS, and f. denotes the computing capability of the CS.

E. System Cost Model

The considered system cost consists of two components,
namely task completion delay and energy consumption.

1) Task Completion Delay: Since task .J; can be executed
simultaneously across the UD, ES, and CS, the overall task
completion delay is determined by the maximum execution
time among the three computation modes, which is given by

loc,n jedge,n jcloud,n
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The task completion delay should satisfy the latency constraint

tn < pmex, (14)

2) Energy Cost: Different from the time cost, the total
energy consumption of task J;' includes local computation
energy and wireless transmission energy incurred during task
offloading, which is given by

n __ _loc,n edge,n
€L =€, +€u,s o,

15)
For each slot n, the remaining energy budget of UD wu is

El'=E™> _¢  E'>0. (16)

3) System Cost: The task cost ¢, for executing J; is given
by ¢ = ntl + (1 — n)el, where n is the weight of time
cost. Hence, the average cost per slot n is calculated as U" =
% Zgzl cr, and the average system cost U over all N slots

is given by
- N n=1 .

III. PROBLEM FORMULATION AND PROPOSED MARL

FRAMEWORK
We formulate the personalized privacy-aware task offloading

problem as a long-term cost minimization problem and cast
it as an MDP solved via the proposed AWAC-enhanced PPO-
based MARL framework under CTDE.

a7

A. Optimization Problem Formulation

Based on the model introduced above, we formulate the
optimization problem for the proposed personalized privacy-
aware End-Edge—Cloud continuum framework. Since unrea-
sonable offloading strategies may increase task delay, energy
consumption, and privacy risk, we explicitly optimize the
local execution ratio and edge offloading ratio. Viewing the
decision variables z7; , and xy, ; as optimization variables, the
system cost can be considered as a function of these decisions,

ie., c;(xy ,, 2y ;). Our objective is to minimize the average

system cost over the entire episode.

P min ¢y (w’u‘u, xﬁs) , (18)
s.t. Egs. (14),(16),(17) and 0 < z3, ,, zy o < 1.

The above problem is challenging to solve since it has an NP-
hard nature. The main idea is to draw an analogy between the
considered problem and the Generalized Assignment Problem
(Section 15 in [16]). In essence, it reduces to allocating com-
putation tasks among local devices, ESs, and cloud resources
such that the available communication and computation ca-
pacities are efficiently utilized while the overall system cost
is minimized.

According to (17), minimizing ¢! in (18) is equivalent to
minimizing the accumulated per-slot costs across N slots.
Because the system cost is inversely related to the reward,
problem P can be modeled as a discrete-time MDP, which
aims to maximize the cumulative reward while minimizing
long-term delay and energy consumption under privacy con-
straints.

B. Proposed AWAC-Enhanced PPO-Based MARL Framework

Concerning the substantial overhead associated with collect-
ing all UDs’ states at every slot and the poor scalability of cen-
tralized scheduling, we adopt a decentralized MARL formula-
tion. To enable distributed decision-making under dynamic and
partially observable End—Edge—Cloud environments, the pro-
posed privacy-aware task offloading framework is modeled as
an MDP, where each UD operates as an autonomous learning
agent interacting with its environment. Traditional DQN-based
approaches are limited by their discrete action representation
and are not suitable for continuous control problems such as
task partitioning and resource allocation [12]. Accordingly,
we adopt an AWAC-enhanced PPO-based MARL framework
to learn adaptive offloading policies that minimize the long-
term system cost [11]. Following the standard definition of
an MDP [17] (S,A,T,R), each agent observes a local state
Sy = {LZ7 hZ,s’ qs E:L UCP&L}’ where LTuL’ hTuL,s’ qs ES’
and UC'P] denote the task size, channel gain, queue length
of the selected ES, remaining energy budget, and personalized
privacy requirement, respectively. Based on the observed state,
the agent determines an action ay, = {zj; ,, 7y ,}, where
xy , and zy o represent the local execution ratio and edge
offloading ratio, respectively. The state transition probability
T (s"t1 | s™, a™) captures the evolution of channel conditions,
task arrivals, queue dynamics, and energy availability over
time. The reward plays a crucial role in stabilizing the learning
process and guiding agents toward efficient privacy-aware
offloading decisions. The episodic reward of each agent is
defined as

i (Vi=0, V. =0, V, = 0),

1
Ty = {cu’
— (BeVi + BeVe + BpVp), otherwise,
19)
where ¢, denotes the average episodic cost of UD w, while

Vi, Ve, and V), represent cumulative delay, energy, and privacy



violations, respectively. The coefficients j3;, ., and 3, deter-
mine the penalty weights associated with the corresponding
violations. A positive reward is granted only when all latency,
energy, and privacy requirements are satisfied throughout
the episode, whereas any violation yields a negative penalty
proportional to the degree of constraint violation.

Under the CTDE paradigm, a centralized critic estimates
the state-value function V'(s}), while each actor executes
decisions using only local observations. The clipped advantage
is defined as

A = clip(Rl! — V(sI'), —c,¢), (20)

where R denotes the empirical return of agent u at slot n,
and c is a clipping threshold introduced for numerical stability.
To prioritize high-quality actions, an exponential advantage
weight is introduced as

wy = exp(Ay/T), wy, 4= Min(wy, Wmax),

2y

where 7 controls the weighting sharpness and wy,x limits
excessively large updates. The actor is then optimized using
the weighted PPO clipped surrogate objective:

Law-pro =Eu,n [w:} min (TZ(O)A:, clip(r:} (0),1—¢€, 1+5)AZ>] (22)
The total training objective is given by

Liotal = Law-pro + ¢1 Lyalue — c2H [mg], (23)

where Lyae is the value loss and Hmp] is the entropy
regularization term. This formulation combines PPO’s stable
policy updates with AWAC-style advantage weighting, thereby
improving learning efficiency and convergence under dynamic
End-Edge—Cloud environments while ensuring stable cooper-
ative learning across distributed agents.

IV. PERFORMANCE EVALUATION

The proposed personalized privacy-aware End—Edge—Cloud
continuum is deployed over a 0.5 x 0.5 km® area, where
the number of UDs is varied from 10 to 45 to evaluate
the scalability of the proposed framework. User trajectories
are generated using a random-walk mobility model across
multiple ESs. Each UD generates a computation-intensive and
latency-sensitive task that can be executed locally or partially
offloaded to ES and CS. For task J;!, the input data size
L7 is uniformly distributed within 2/(0.8,1.2) MB, while the
required computational intensity is set to C' = 1000 cycles/bit.
The system bandwidth is B = 1 MHz, the receiver noise
power is 02 = —100 dBm [18], and the uplink transmis-
sion power is p!* = 0.1 W. The local CPU frequency of
UDs is selected from f,, € [0.6,1] GHz, whereas the ESs
provide computational resources ranging from f; € [4,8§]
GHz. Unless otherwise stated, the maximum tolerable delay
is set to D™®* ¢ [0.6,1] s. The CS is assumed to pos-
sess abundant computational resources compared with ESs.
The proposed framework is implemented in Python. For the
AWAC-enhanced PPO-based MARL framework, the discount
factor is set to v = 0.99, and the PPO clipping coefficient
is set to € = 0.2, following the implementation settings in

[11]. The performance of the proposed scheme is evaluated
under different network scales and privacy requirements in
terms of average system cost, energy consumption, and task
success rate. Performance evaluation metrics include three
types. The first is the average system cost (AvgCost) defined
in (17) of all successful episodes, which reflects the overall
quality of service of task execution in the proposed End—Edge—
Cloud framework. The second is the average energy con-
sumption (AvgEngCon), calculated from (15) and averaged
over all completed tasks. The third is the task success rate
(SuccRate), calculated as the percentage of tasks completed
within the maximum tolerable delay constraint, which can
be expressed as 25:1 I(t" < D™)/N, where I(-) is the
indicator function, ?;; denotes the realized latency of task J7,
and D™#* is the maximum tolerable delay.

Baselines include two representative state-of-the-art MARL-
based approaches widely adopted in MEC systems, namely
MADQN [12] and MADDPG [9], both following the CTDE
paradigm. MADQN employs a discrete action space with
quantized offloading levels {0, 0.1, ..., 1.0}, whereas MAD-
DPG directly learns continuous offloading decisions.

Fig. 2 compares the performance of the proposed framework
and the benchmark schemes under varying numbers of UDs
in terms of average energy consumption, average system cost,
and task success rate under personalized privacy requirements.

As shown in Fig. 2(a), the AvgEngCon of all schemes
gradually increases with the number of UDs, owing to the
higher communication and computation demands under denser
network conditions. However, the proposed framework ex-
hibits only a moderate increase, whereas the energy con-
sumption of MADDPG and particularly MADQON grows more
rapidly. This indicates that, by incorporating the UCP model
into the offloading decision, the proposed framework allocates
privacy-sensitive tasks more judiciously and utilizes comput-
ing resources more efficiently, thereby reducing unnecessary
transmission and processing overhead.

A similar trend is observed for the average system cost in
Fig. 2(b), where the AvgCost of all schemes rises as the net-
work load intensifies. Nevertheless, the proposed framework
consistently maintains the lowest AvgCost, and the gap relative
to the benchmark schemes becomes more pronounced under
heavy network loads. This behavior confirms that jointly op-
timizing the offloading ratio and target server while satisfying
heterogeneous privacy constraints enables more efficient task
offloading and resource allocation, effectively reducing the
overall system cost without sacrificing privacy preservation.

In contrast, the task success rate in Fig. 2(c) decreases for
all schemes as the number of UDs grows, due to intensified
competition for limited computing resources. Despite this, the
proposed framework consistently sustains a SuccRate above
90% across all evaluated network settings, while the success
rates of MADDPG and especially MADQN decline much more
noticeably. This demonstrates that, unlike the baselines that
overlook user-specific privacy demands, the proposed frame-
work provides privacy-aware task offloading that balances
privacy protection with service performance, enabling a larger
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Fig. 2: Performance comparison of the proposed framework and benchmark schemes under varying numbers of UDs in terms
of (a) average energy consumption, (b) average cost, and (c) success rate.

proportion of tasks to satisfy the required latency, energy, and
privacy constraints.
V. CONCLUSION

This paper investigated personalized privacy-aware compu-
tation offloading in an End-Edge—Cloud continuum, where
each UD minimizes the long-term system cost by jointly opti-
mizing the target computing server and the partial offloading
ratio under heterogeneous privacy requirements characterized
through a UCP model based on task sensitivity, user privacy
preference, and task urgency. To solve the resulting optimiza-
tion problem, we developed a decentralized MARL framework
based on an AWAC-enhanced PPO scheme, which combines
PPO’s stable policy optimization with AWAC-style advantage
weighting to improve policy learning under dynamic network
conditions. Extensive simulation results demonstrate that the
proposed framework consistently achieves lower average sys-
tem cost, lower energy consumption, and higher task success
rate than the benchmark methods. These findings verify the
effectiveness of integrating personalized privacy modeling
with stable multi-agent policy learning for privacy-aware task
offloading. In future work, we aim to develop a unified
decision-making framework by jointly incorporating additional
system information and scalable multi-agent coordination for
large-scale deployments.
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